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Abstract 

 

The fusion of predictive maintenance with energy optimization represents a critical advance for intelligent Industrial Internet of Things 

(IIoT) systems. In response to the growing industrial demand for highly reliable and efficient operations, this study introduces and 

validates a unified framework that couples fault diagnosis via deep learning with energy management via reinforcement learning. We 

utilize a Convolutional Neural Network-Long Short-Term Memory (CNN-LSTM) architecture for multivariate fault detection, which 

demonstrates superior classification accuracy and robustness against data incompleteness. Simultaneously, a Deep Q-Network (DQN) 

performs dynamic energy scheduling based on predicted system health, achieving substantial energy reductions without compromising 

task deadlines. Extensive experimental results from real-world industrial datasets and simulations confirm the integrated framework's 

superiority over conventional approaches in both diagnostic precision and energy efficiency. Key performance indicators, including 

inference speed and cross-validation, affirm its suitability for real-time industrial applications. This work demonstrates that integrating 

predictive analytics into intelligent control paradigms is crucial for improving the reliability and sustainability of modern IIoT systems 

and offers a replicable blueprint for developing next-generation smart manufacturing solutions. 

 

Keywords:  Task Offloading Industrial IoT, Predictive Maintenance, Fault Diagnosis, Energy Optimization, Deep Learning. 

1. Introduction 

The advent of the Industrial Internet of Things (IIoT) has triggered a paradigm shift in industrial operations, enabling intelligent 

automation, remote supervision, and real-time decision-making in complex environments. As sensor networks and edge computing 

platforms become ubiquitous, industries now generate vast streams of operational data. However, harnessing this data effectively is 

constrained by two critical and often interconnected challenges: ensuring operational reliability through proactive fault management and 

optimizing energy consumption for economic and environmental sustainability. Unplanned system downtime and energy inefficiencies 

not only disrupt production but also escalate operational costs and accelerate equipment degradation [1], [2]. While a growing body of 

research has addressed these challenges, solutions have typically evolved in isolation. On one hand, advancements in predictive 

maintenance have improved fault diagnosis using machine learning (ML) and deep learning (DL) models [4], [5]. On the other hand, 

separate research has focused on energy optimization, using methods to minimize waste and support intelligent maintenance strategies 

[3]. Despite these parallel advances, a significant gap persists: the lack of integrated frameworks that fuse predictive fault analytics with 
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real-time energy control. Existing solutions are often implemented in siloed subsystems, neglecting the crucial feedback loop between a 

system's health status and its energy consumption profile. 

This fragmentation limits the effectiveness of current technologies. Conventional rule-based and statistical monitoring systems struggle 

to adapt to the dynamic nature of industrial settings, which involve sensor drift, component aging, and variable workloads. While 

sophisticated temporal models like CNNs and LSTMs have shown promise in classifying faults from time-series data, they rarely 

incorporate energy-saving optimization layers [6]. Consequently, a system might accurately predict an impending failure but continue to 

operate in an energy-inefficient mode, or a predictive maintenance alert might trigger actions without considering the most energy-

opportune schedule. This disconnect represents a missed opportunity for holistic optimization. This paper addresses these shortcomings 

by proposing a unified predictive analytics framework that simultaneously performs fault diagnosis and energy optimization in IIoT 

environments. The novelty of our approach lies in its co-dependent architecture, where a hybrid Convolutional Neural Network-Long 

Short-Term Memory (CNN-LSTM) model provides robust fault predictions that directly inform an intelligent energy management 

module built on Deep Q-Network (DQN) reinforcement learning. These components interact dynamically, enabling proactive 

adjustments to operational parameters based on predicted fault probabilities while ensuring energy-efficient task execution. The main 

contributions of this work involve the development of an integrated DL-based framework for accurately diagnosing multivariate faults in 

real-time IIoT networks; the design of an adaptive, energy-aware control policy using deep reinforcement learning that responds 

dynamically to system health predictions; and a comprehensive validation of the coupled framework's efficacy on industrial benchmark 

datasets, which demonstrates significant improvements in both diagnostic accuracy and energy conservation over conventional, non-

integrated models. By bridging the gap between diagnostics and optimization, this research seeks to enhance the dependability, 

resilience, and sustainability of IIoT-enabled smart manufacturing systems. 

2. Literature Review 

The exponential growth of Industrial IoT (IIoT) systems has spurred a significant body of research into data-driven methods for 

enhancing operational intelligence. Predictive maintenance and energy management have emerged as two cornerstone applications 

driving the smart manufacturing era. However, a comprehensive review of the current literature reveals that while substantial progress 

has been made in each domain, the critical link between predictive fault diagnosis and energy-aware operational control remains 

underdeveloped and fragmented. 

2.1. Advances in Predictive Fault Diagnosis 

Modern fault diagnosis has increasingly shifted from reactive to predictive strategies, leveraging the power of machine learning. Early 

approaches often relied on statistical methods, but these have proven insufficient for the dynamic and complex nature of IIoT 

environments. More recently, sophisticated models have demonstrated significant promise. Graph-based modeling, for instance, has been 

shown to be an effective tool for diagnosing faults in large, networked systems like energy grids. Zhang et al. [9] proposed a graph 

learning method to model topological relationships in energy networks, improving failure localization. To handle heterogeneous data 

streams from wireless sensor networks (WSNs), researchers have developed advanced classification models. Lavanya et al. [10] 

introduced a tuned classification system that enhanced diagnostic accuracy in IoT-enabled WSNs. Similarly, ensemble methods that fuse 

multiple base classifiers have been used to improve the robustness of fault detection in building energy systems [11]. However, a 

common limitation of these high-accuracy models is their computational intensity, which often makes them unsuitable for resource-

constrained edge devices where energy conservation is paramount. Furthermore, many of these models struggle with real-world data 

challenges, such as the class imbalance and data incompleteness highlighted by Lin and Jamrus [15]. 

2.2. Data-Driven Energy Management and Optimization 

Parallel to advances in diagnostics, significant research has focused on optimizing energy consumption in industrial systems. Big data 

platforms have been developed to create scalable ecosystems for predictive maintenance, but these systems typically prioritize data 

volume and processing over real-time energy management [12]. Deep learning models have also been applied to improve power 

generation forecasting by identifying faulty records in IoT data streams, leading to more reliable energy output predictions [13]. Other 

studies have focused on fault prediction for specific assets, such as smart grid equipment, achieving strong classification performance 

[14]. However, these diagnostic insights are rarely used to inform dynamic energy control strategies. The models can predict a fault but 

lack the capability to translate that prediction into an adaptive operational plan that minimizes energy consumption under uncertain 

conditions. While the strategic importance of AI-supported ESG principles in power systems is recognized, the focus has largely 

remained at a high-level policy level rather than on implementation-ready models for real-time, energy-intelligent diagnostics [18]. 

2.3. The Research Gap: The Disconnect Between Diagnostics and Optimization 

Despite individual advances, a persistent gap exists in the literature: the absence of unified, lightweight frameworks that simultaneously 

achieve accurate diagnostics and real-time energy optimization. The two fields have evolved largely in parallel. Fault diagnosis systems 

often overlook the energy implications of their predictions, while energy optimization strategies are typically not informed by the real-

time health status of the system. This dichotomy between diagnostic insight and operational action represents a major void in existing 

paradigms. Several challenges contribute to this gap. As reviewed by Zhao et al. [16], AI-based fault diagnosis systems often suffer from 

overfitting, poor generalization, and high computational overhead, making deployment in constrained IIoT environments difficult. Early 

frameworks that attempted to link fault prediction to action relied on simple rule-based automation and gave minimal attention to 

optimizing energy during corrective measures [17]. More recent anomaly detection tools have improved operational awareness, but they 

tend to operate reactively rather than predictively [27]. Other complex deep learning methods, while precise, come at the cost of high 

complexity that is impractical for real-time control [30]. In summary, the literature shows a clear need for an integrated approach. 

Existing models are often too complex for edge deployment, are not robust against real-world data imperfections, or treat fault diagnosis 

and energy management as separate tasks. This research aims to fill this critical gap by proposing and validating a framework that 

explicitly couples predictive diagnostics with adaptive energy control, creating a synergistic system that is both reliable and efficient. 
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3. Methods 

This study employs a hybrid, data-driven methodology to develop and validate an integrated framework for predictive fault diagnosis and 

energy optimization in Industrial IoT (IIoT) environments. The approach combines deep learning for time-series analysis with 

reinforcement learning for dynamic control, evaluated through rigorous experimentation on real-world and benchmark industrial datasets. 

The research is structured into five sequential stages: (1) data acquisition and experimental design, (2) data preprocessing and feature 

engineering, (3) development of the fault diagnosis module, (4) development of the energy optimization module, and (5) system 

integration and validation. 

3.1. Data Collection and Experimental Design 
To ensure the robustness and generalizability of our findings, a comprehensive dataset was curated from multiple sources to reflect 

diverse operational conditions. The primary data was sourced from three industrial renewable energy plants (wind and solar hybrid) in 

Northern Europe and was supplemented by public benchmark datasets [8], [13], [30]. This combined dataset comprises over 3.2 million 

timestamped sensor data entries from 62 IoT nodes covering key physical parameters; qualitative insights from 11 structured interviews 

with on-site system engineers and energy managers to understand operational context; and 19 detailed fault incident reports collected 

over a 15-month period to provide ground-truth labels for supervised learning. The experimental setup was subsequently designed to 

emulate realistic industrial conditions, systematically introducing scenarios involving artificially injected noise, missing data, power 

fluctuations, and class imbalances to test the framework's resilience and performance under non-ideal circumstances [8], [22]. 

3.2. Data Preprocessing and Feature Engineering 
Raw sensor data is often noisy, inconsistent, and contains missing values. A multi-step preprocessing pipeline was implemented to 

prepare the data for model training. First, all sensor readings were synchronized using their timestamp keys to create a unified temporal 

view. An Exponential Moving Average (EMA) filter was then applied to mitigate high-frequency noise. Outliers were identified and 

handled using the Interquartile Range (IQR) method, and missing values (constituting approximately 4.3% of the dataset) were imputed 

using a graph-based interpolation technique to preserve spatio-temporal relationships [9]. Following preprocessing, a rich feature set was 

engineered to capture the complex dynamics of the system. A total of 64 features were extracted, falling into three categories: statistical 

features (e.g., mean, variance) to summarize data distribution, temporal features (e.g., lag features, rolling windows) to capture time-

based dependencies, and spectral features derived from Fourier transforms to analyze frequency-domain characteristics. To reduce 

dimensionality and prevent model overfitting, Principal Component Analysis (PCA) was then applied to this feature set. The analysis 

revealed that the first 11 principal components successfully captured 92.7% of the total variance, and these were selected as the final 

input features for the diagnostic model [15]. 

3.3. Fault Diagnosis Model 
 

3.4. Energy Optimization via Reinforcement Learning 
To optimize energy consumption dynamically, we implemented a Deep Q-Network (DQN), a model-free reinforcement learning 

algorithm. RL is well-suited for this problem as it allows an agent to learn an optimal control policy through direct interaction with the 

environment, without needing an explicit system model. The DQN uses a neural network to approximate the optimal action-value 

function (Q-function), making it capable of handling high-dimensional state spaces. 

The problem was formulated as a Markov Decision Process (MDP) with the following components: a) The state vector provides a 

comprehensive snapshot of the system at time t. It includes the current sensor data, the predicted fault probability vector from the CNN-

LSTM module, and the current operational load demand, b) The action space consists of a discrete set of energy reallocation strategies, 

such as throttling power to non-critical subsystems, deferring high-load tasks, or rerouting processes to healthy components, c) The 

reward function was engineered to guide the agent toward a multi-objective goal of balancing energy savings, system reliability, and 

operational performance. It is defined as: 
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3.5. Integration and Real-Time Execution 
The proposed framework is designed as a real-time processing pipeline, as illustrated in Figure 1. The architecture begins with sensor-

level data acquisition and flows through a sequence of preprocessing, diagnostic inference, and dynamic energy control. To facilitate 

modularity and scalability, the diagnostic and optimization subsystems were deployed within a Dockerized microservice architecture. 

Data is streamed from IoT devices using the lightweight MQTT protocol and stored in a time-series database (InfluxDB) optimized for 

high-throughput industrial data. 

The CNN-LSTM module serves as the primary diagnostic engine, analyzing multivariate sensor inputs to detect anomalies and anticipate 

fault conditions. These predictive outputs feed directly into the DQN scheduler, which then selects the most energy-efficient control 

action based on the predicted system health state. This creates a dynamic feedback loop, ensuring that both fault predictions and energy 

decisions adapt to real-time operational changes. For operational oversight, a visualization and alerting dashboard was integrated using 

Grafana, enabling facility operators to monitor system status and intervene when diagnostic confidence thresholds exceed 0.85. To 

enhance model interpretability, particularly in complex failure modes, Spatial-Temporal Graph Neural Networks (GNNs) were employed 

for anomaly explanation in cases of multivariate drift or when missing data surpassed 8% [7], aligning with recent methods for robust 

inference in uncertain environments [9]. 

 

Fig 1. Architecture of the integrated predictive analytics framework for fault diagnosis and energy optimization in IIoT systems 

3.6. Research Hypotheses and Validation 
This study was designed to test two primary hypotheses: 

H1: An integrated framework that uses deep learning-based fault predictions to inform a reinforcement learning-based energy 

optimization policy can significantly reduce overall energy consumption without sacrificing diagnostic accuracy or operational 

performance. 

H2: A dual-model architecture (CNN-LSTM and DQN) is more robust and resilient to real-world operational challenges, such as noise 

and missing data, than single-purpose diagnostic or optimization pipelines. 

To rigorously validate these hypotheses, a multi-faceted evaluation strategy was employed. The generalization performance and stability 

of the CNN-LSTM model were assessed using a 5-fold cross-validation approach. To test the framework's robustness under uncertainty, 

Monte Carlo simulations (n=100) were conducted with varying levels of injected noise and missing data. The statistical significance of 

performance differences between our proposed framework and baseline models was assessed at a confidence level of p < 0.05 across all 

major performance indicators [12], [16]. 

4. Result and Discussion 

4.1. Diagnostic Model Performance Evaluation 

The diagnosis metrics (accuracy, speed, and classification) of machine learning models used to detect failures in problems of the 

industrial Internet of things (IIoT) based on the Industry 4.0. The models involve Long Short-Term Memory (LSTM), hybrid CNN-

LSTM, XGBoost, AdaBoost, and specially tailored Ensemble Model. The algorithms were trained and evaluated based on a large 

multivariate time-series dataset from real industrial sensor installations. Performance was compared using accuracy, F1-score, precision, 

recall, and latency, where latency is measured in milliseconds. The objective is to investigate whether the deep learning structures, or the 

sequential hybrid networks, are more stable and more accurate compared with traditional or single models. It is important for IIoT 

applications to have such ability; immediate and accurate fault detection is also a key-point to minimize downtime and to increase energy 

efficiency. 



 
536 International Journal of Engineering, Science and Information Technology, 5 (2), 2025, pp. 532-541 
 

 

 

Fig 2. Performance metrics of fault diagnosis models 

The results in Figure 2 indicate that the Ensemble Model or combination of the three individual models was superior over all measures 

where it reached 96.5% in accuracy and an F1-score of 0.97. But its latency at 260 milliseconds was the longest of all models, and 

might not be as well-suited for time-sensitive uses. Given the trade-offs between accuracy and speed, the CNN-LSTM was the best 

performing model, and it achieved an accuracy of 95.8% with a latency of 230 ms. Classical boosting techniques such as XGBoost (F1-

score 0.89) and AdaBoost (F1-score 0.88) performed worse respectively. (XGBoost was the fastest, though by only 140 ms, but it had 

less recall of 0.88, which is particularly important for avoiding false negatives when fault detection might miss something.) These results 

justify the use of CNN-LSTM as main engine for diagnosis, between latency and accuracy trade-off, when a fault recognition 

generalization across heterogeneous IIoT environments is required. 

4.2. Energy Optimization Strategy Results 
The efficiency of energy optimization techniques used with predictive fault detection models is analyzed. It was compared to heuristic 

optimization, a genetic algorithm, regular Q-learning and to a rule-based baseline using a Deep Q Network (DQN). Performance was 

quantified with the average energy percentage spared, percentage of missed jobs deadlines, total number of learning episodes, and 

average reward scores reached throughout the reinforcement learning process. Evaluation was performed in a virtual-real industrial 

testbed with dynamic task scheduling, varying load conditions and varying system health states, based on predictive diagnostics. We aim 

to understand how much energy optimization techniques can reduce energy consumption while respecting operational constraints (and 

specifically real-time deadlines) that are crucial for system performance and reliability preservation. 

 

Fig 3. Evaluation of energy optimization methods in IIoT environment 
 

The DQN as shown in Fig. 3 achieves better optimization performance with a lower energy consumption of 17.4% at a low task deadline 

miss rate of 2.4%. This further confirms the model's capability to trade-off energy efficiency and real-time system responsiveness. The 

heuristic and baseline methods, however, obtained much less energy savings (10.4% and 8.3%, respectively) and higher miss rates 

(5.6% and 6.8%). The standard Q-learning was also tested, producing a comparable 14.2% energy savings with a 3.7% miss rate, but 

lagged behind the DQN in terms of total reward earned. The genetic algorithm performed in middle, stable but not adaptive in dynamic 

environment. The high value of reward score for DQN makes it more effective in learning in different scenarios. DQN, in general, offers 

a promising approach to energy-aware task scheduling in IIoT-based systems complemented with predictive diagnostics. 
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4.3. Cross-Validation of CNN-LSTM Diagnostic Model 
The CNN-LSTM architecture was cross-validated with a 5-fold partitioning to guarantee model robustness. The folds were drawn 

randomly over temporal segments to evaluate generalization across temporal windows. Performance measures are classification 

accuracy, F1-score, and the loss functions. This is important for industrial applications where future fault patterns are likely to be 

different to the present under external or seasonal conditions. CV is useful to assess how much the trained model is reliable and 

consistent between different operating conditions. 

 

Fig 4. Five-fold cross-validation results for CNN-LSTM model 

Highly stable performance was also observed for the 5-fold cross validation evaluations where the CNN-LSTM was able to score very 

high accuracies, ranging from 95.1 to 95.8% (Figure 4). The F1-score also exhibited a narrow range (0.95–0.96), which indicates that the 

model was not overfitting or unstable. Losses consistently decreased from 0.212 in Fold 1 to 0.200 in Fold 5, which indicated that the 

convergence was enhanced during training and validation (the lower the better). These findings verify that the architecture not only is 

accurate but also stable across different data segments, and thus is amenable for long-term deployment in IIoT conditions characterized 

by temporal variation and non-stationarity. The marginal difference in loss also indicates that the architecture is robust against change in 

fault distribution over time. 

 

4.4. Impact of Missing Data on Diagnostic Accuracy 
For noise and unreliable system simulation in practice, the CNN-LSTM model was tested with different ratios of the missing data, which 

were artificially injected. This is particularly crucial for IIoT scenarios of sensors failing or experiencing communication latency. 

Accuracy was estimated at different rates of missing observations between 0% (reference) and 20%. In this test, the fault tolerance of the 

diagnostic system was tested, too, and it was evaluated, how much does the diagnostic system keep its performance if the information is 

not complete. 

 

Fig 5. Diagnostic accuracy of CNN-LSTM under missing data conditions 

The model exhibited a graceful deteriorative performance as the ratio of missing data increased. With 5% missing input, starting from a 

baseline of 95.8% accuracy (with full input), the model still performed at 94.5% accuracy. The accuracy decreased slightly with 10% 

and 15% missing data, to 93.1% and 91.2%, respectively. The performance was < 90% only at the largest tested threshold of 20%, and 

thus high resilience. The findings confirm the suitability of the CNN-LSTM in realistic scenarios with sensor malfunctioning and data 
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degradation. Its robustness can also be ascribed to its sequential memory structure as well as the precursory prepossessing of data in the 

method. 

4.5. Real-Time Inference Speed and Resource Efficiency 
Predictive models should be very accurate subject to strong constraints on time and computational complexity in IIoT environments. 

Inference throughput, latency, CPU usage, and memory consumption were evaluated for a variety of core designs including LSTM, 

CNN-LSTM, XGBoost, Q-Learning, and DQN. These measurements were obtained with the deployment on industrial grade edge 

devices featuring quad-core ARM CPUs and 8GB of RAM. It is important to gauge the inference performance, as this will be important 

for verifying the suitability of a model in edge-based applications, where there are scarce hardware resources, and energy efficiency is 

crucial. A good model should at the same time provide a high throughput, with low latency and low resource consumption, such that the 

reliable, scalable and real time operation can be achieved in the FD (fault detection) and EO (energy optimization) workflow. 

 

Fig 6. Real-time inference speed and resource utilization across architectures 

Also, the best performing model XGBoost had the best inference throughput (102 samples/s), and the lowest average latency (125 ms), 

suggesting that it is a cost-effective alternative for fast inference when resource constraints are tight. However, lower diagnostic 

accuracy of EIOM restricts its application in the prediction of critical faults. Although the CNN-LSTM outperformed other approaches in 

accuracy, it also recorded the largest memory utilization, 2.2 GB and second-highest CPU utilization to imply that a local level 

optimization was necessary. The DQN was also efficient in terms of resource utilization: it utilized 2.6 GB of RAM and 68% of the CPU, 

which is reasonable given that it is a dual learning method across states and rewards. The results also show that LSTM achieved a good 

trade-off between speed (latency and memory) and performance, so we consider it as a beneficial fallback model. These findings 

highlight the near-equivalence of computational complexity and diagnostic fidelity in real-time IIoT use. 

4.6. System-Wide Energy Consumption: Before vs After Optimization 
In order to estimate the energy saving of the optimization model, we compared PARCEL energy consumption with that of a baseline on 5 

main subsystems: power conversion, sensor bus, data aggregation, edge processing, and cloud synchronization. Data was obtained with 

power monitoring modules placed in the operating control units over a 30-day assessment window. This evaluation compared the energy 

signatures with and without integrating the novel DQN-based optimization module. The aim was to investigate the effects of intelligent 

energy scheduling on the performance of individual subsystems and the total power consumed, while maintaining the reliability of 

service and real-time monitoring and analysis metrics. 

 

Fig 7. System-wide energy usage before and after applying optimization 

Post-optimization conclusions reveal large energy reductions in all observed subsystems. Significant reductions were seen in Power 

Conversion and Edge Components of 2.3 kWh and 2.2 kWh. This is consistent with the focused scheduling of high-load activities 

during anticipated low-fault windows, allowed by the DQN architecture. The sensor bus and data aggregations devices, have already 
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being optimized for low energy consumption, but still made over 0.6 kWh and 1.4 kWh, respectively. There was a significant 2.2 kWh 

reduction of cloud synchronization, due to an improved data offloading strategy. Overall, these results verify that the incorporation of 

fault-aware scheduling into energy operations not only decreases the overall power consumption but also leads to a balanced and 

efficient distribution of the energy across the entire IIoT environment. 

4.7. Discussion 
The experimental results of this study provide strong evidence for the efficacy of integrating predictive fault diagnostics with 

reinforcement learning-based energy optimization in Industrial IoT (IIoT) environments. The findings confirm our primary hypotheses: 

that a unified framework can significantly enhance system reliability and energy efficiency simultaneously. The high performance of the 

CNN-LSTM diagnostic model, coupled with the effectiveness of the DQN energy scheduler, demonstrates that creating an intelligent 

feedback loop between a system's predicted health and its operational strategy is both technologically feasible and practically beneficial. 

 

4.7.1. Interpretation of Principal Findings 

The core success of this work lies in its validation of a synergistic, dual-model architecture that successfully marries predictive insight 

with intelligent action. The CNN-LSTM model's ability to achieve 95.8% accuracy substantiates its suitability for navigating the 

complexities of multivariate industrial time-series data. This high level of diagnostic precision is the foundation upon which the entire 

framework's value is built, as it provides the reliable, real-time health assessments necessary for confident decision-making. The model's 

robust performance serves as a testament to the power of hybrid deep learning architectures in extracting both spatial and temporal 

features from noisy sensor streams. More importantly, the framework translates this diagnostic accuracy into tangible operational gains. 

The DQN scheduler's capacity to leverage these predictions to achieve a 17.4% reduction in energy consumption while maintaining a 

task deadline miss rate below 2.5% directly supports our central hypothesis. This outcome illustrates a strategic shift from a reactive or 

siloed operational paradigm to a proactive and holistic one, where resource management is intelligently and dynamically informed by 

predictive analytics. Furthermore, the framework's resilience, maintaining over 91% accuracy with 15% missing data, further 

underscores its potential for reliable deployment in real-world industrial settings where sensor failures and communication gaps are 

common occurrences. 

 

4.7.2. Comparison with Prior Work 

When contextualized within the existing literature, the contribution of our integrated approach becomes clear, particularly in its departure 

from single-focus solutions. Previous studies in fault diagnosis, such as those by Lavanya et al. [10] and Han et al. [11], have made 

strides in enhancing classification accuracy but have largely overlooked the critical trade-offs between performance, computational cost, 

and energy awareness. Our framework explicitly addresses this by not only achieving high diagnostic accuracy but also ensuring the 

model is computationally viable for edge deployments, where resources are often constrained. Similarly, our work advances beyond prior 

research in energy management, which has often lacked a direct, real-time link to system health. Big data ecosystems like the one 

proposed by Yu et al. [12] have concentrated on scalable infrastructure for fault detection without closing the loop to enable responsive 

energy optimization. Our DQN agent's performance surpasses that of traditional heuristic and evolutionary methods, validating its 

effectiveness as a truly adaptive scheduler. It directly responds to diagnostic information, addressing a capability gap left by prior 

diagnostic algorithms for smart grids [14] and creating an actionable bridge between knowing a fault may occur and knowing how to 

operate more efficiently because of that knowledge. 

 

4.7.3. Limitations and Future Research Directions 

Despite the promising results, several limitations must be acknowledged to frame the scope of this work accurately. First, while the 

framework was rigorously tested on real-world datasets, the experimental setting was ultimately a controlled simulation. Future work 

must focus on deploying and validating the system in a live, heterogeneous industrial environment to assess its performance against 

unforeseen operational challenges, complex multi-system interactions, and policy-driven constraints that cannot be fully replicated. 

Second, the DQN agent, while effective, requires a significant number of training episodes for convergence. This training overhead could 

be a practical barrier to rapid deployment or adaptation in dynamic environments. Future iterations could explore transfer learning or 

federated reinforcement learning to accelerate this process, allowing models to learn from decentralized data sources without 

compromising privacy [13]. Furthermore, the model itself presents avenues for algorithmic enhancement. Our approach could be 

improved to better handle extremely rare fault types, as minor performance fluctuations were observed for highly imbalanced classes a 

known challenge in industrial datasets [15]. This limitation could be mitigated by incorporating generative adversarial networks (GANs) 

to produce synthetic data for minority classes, thereby creating a more balanced training environment. Finally, while our framework 

represents a methodological leap from reactive tools [27] to predictive control, its "black box" nature could hinder adoption. Integrating 

explainable AI (XAI) techniques to provide transparent justifications for both diagnostic and control decisions would likely increase trust 

and empower system operators to work collaboratively with the AI. 

 

4.7.4. Broader Implications 

The findings of this study have significant implications for the future of smart manufacturing and the push toward sustainable industrial 

automation. By demonstrating tangible energy savings across critical IIoT subsystems, this work provides a technical blueprint that 

directly aligns with and supports broader ESG (Environmental, Social, and Governance) principles in the energy and manufacturing 

sectors [18]. It moves beyond high-level policy discussions to offer a practical, implementation-ready methodology for creating industrial 

processes that are not only more productive and reliable but also more environmentally and economically sustainable. Ultimately, this 

research lays the groundwork for more advanced, fully autonomous systems. The successful integration of intelligent diagnostics with 

adaptive control provides a scalable and repeatable methodology for enhancing the resilience and efficiency of next-generation industrial 

infrastructure. It opens up future research avenues into more complex systems that incorporate real-time online learning, dynamic edge-

cloud federated intelligence, and adaptive meta-controllers. Such systems could optimize policies based not only on system health but 

also on external dynamic factors like fluctuating energy prices, supply chain disruptions, or evolving sustainability targets, paving the 

way for truly intelligent and resilient industrial automation. 
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5. Conclusion  

This study successfully developed and validated a unified framework that integrates predictive fault diagnostics with intelligent energy 

optimization for Industrial Internet of Things (IIoT) systems. By coupling a CNN-LSTM diagnostic model with a DQN energy scheduler, 

we have demonstrated that it is not only technologically feasible but also practically significant to create a synergistic feedback loop 

between a system's predicted health and its operational strategy. The results confirm our primary hypothesis: this integrated approach 

remarkably enhances both system reliability and energy efficiency, outperforming traditional methods that address these challenges in 

isolation. The core contribution of this work is a major step forward in IIoT system design, enabling a strategic shift from reactive 

responses to proactive, predictive control. The framework provides a blueprint for aligning real-time system performance with key 

business drivers such as cost reduction, operational uptime, and sustainability. The proven robustness of the CNN-LSTM model against 

noisy and incomplete data, combined with the DQN scheduler's ability to adapt energy consumption without compromising performance, 

establishes a new benchmark for intelligent industrial automation. 

While the framework performed exceptionally well, future work should focus on validating its scalability and generalization in diverse, 

real-world industrial deployments. Key research directions include the application of federated learning to reduce training overhead in 

distributed environments and the integration of explainable AI (XAI) to enhance operator trust and adoption. Further improvements 

could also be made in handling rare fault types through generative modeling techniques. In conclusion, the capacity to predict and 

prevent failures while simultaneously optimizing energy in real time is a foundational requirement for the next generation of data-driven, 

autonomous industrial systems. This research provides a reproducible and scalable methodology to meet this demand, laying the 

groundwork for future investigations into multi-objective optimization, adaptive control, and the development of truly resilient and 

sustainable smart factories. 
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